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SIEM & UEBA - lassen Sie sich informieren

was in lhrem Netzwerk geschieht
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Welche Bereiche sind SIEM & UEBA relevant im Unternehmen?

Die Management-
instanz

Das Firmengelande Die Mitarbeiter Das IT Netzwerk Die Kontrollinstanz

NGFW, Proxy, APT-Secu -ity,
Sandbox, NW-BA

: = Security Information and
Client- /Server APT-Secu: ® Event Management (SIEM) Change Management

Vulnerability & SW-Pat :h- Angriffsanalyse,
Management Verteidigung

Risikoanalyse und
Risikomanagement

Zugangskontrolle Sicherheitstraining

Security Monitoring

Produktion (loT & OT) IAM & PAM

Prozessautomation

User Governance

VideoUberwachung

Mobile Security

LuftraumUberwachung UEBA App Security Krisenmanagement

(MDM, EMM, MTD,MT V)
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Warum gerade jetzt SIEM/UEBA so wichtig sind

Sobald Mitarbeiter remote arbeiten erweitert und erweitert und erweitert sich |hr Perimeter.
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lhre Biuro und all lhre IT-Infrastruktur
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v' Klassische Perimeter Security ist hilflos
v" Sie bendtigt eine Losung die das Netzwerk monitort und das
v" Verhalten Einzelner und Gruppen auf Anomalien hin untersucht

SIEM /| UEBA funktionieren inner- UND auf3erhalb Ihres Netzwerkes

D TechData |

I Advanced Solutions



Warum gerade jetzt SIEM/UEBA so wichtig sind

Statcounter verzeichnet dabei rund 8,3 Prozent oder
gut vier Millionen Windows-7-Gerite. Zusammen
mit den ebenfalls veralteten und unsicheren Windows-
Versionen Vista, XP und 8 addiert sich das in

Deutschland aber immerhin noch auf 5,2

Millionen Gerdte, die unsicher sind. FAZ 8.1.2021
Veraltetes Betriebssystem: Windows 7 lauft auf
Millionen Computern (faz.net)

Security Overview

Saas,
Amazon
Azure

Cloud Dienste

ntest [Audits
S0OC as a Service

*  SIG (Secure Internet Gateway,

* BreachDiscovery + Alarming

— NGFW 50C, SIEM
Web Proxy Compliance
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NW/User INAC -:uh ] \‘é
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[ Switch I
Sandbox @
P AVio
-AV 2.0
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Smartphone BYOD
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- NW/Security Virtualisierung
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Produktion
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https://www.faz.net/aktuell/wirtschaft/digitec/veraltetes-betriebssystem-windows-7-laeuft-auf-millionen-computern-17135861.html

-
SIEM/UEBA - Netzwerk, loT & Industrie 4.0

Log-Quellen N
System Log‘s & Normalisieren LogPoint SIEM & UEBA
Endpoints _ Daten Flow's Anreichern
Cloud [/ SaaS :
® Insider [ External Threats
OT, loT T. o B @

\\W/ r

.. . . . ( ® Behavior risk
@
Users and Identities .. . .. . .. ‘w . " .’ ® Cloud risks

Threat Intelligence . ® ® Vulnerabilities
— ® Critical data

€onfiguration Information

Vulnerabilities and Threats

» Haufig werden Endpoints, OT, loT aus Kostengrinden nicht bericksichtigt
» Jedes GB/EPS kostet zusatzlich — Kosten schlecht planbar — Datenvolumen/EPS unbekannt

v" Nicht so bei LogPoint — Lightnode (Clients) kosten 1/10 eines Fullnode (FW, Server)
v' SIEM Lizenzkosten exakt planbar — Fullnode oder Lightnode — egal wieviel EPS oder GB
v UEBA Lizenzkosten exakt planbar - je Entity D TechData’/
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Prozessleitfaden und Frameworks sollen Security etablieren,

verbessern und den IT-Betrieb entlasten

\\‘\
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ISO 27001 / ISO 27002 DSGVO MITRE ATT&CK
Informationssicherheit Management Datenschutz-Grundverordnung Non Profit US-Organisation

spezifiziert die Anforderungen fir ein Die DSGVO ist eine Verordnung der EU, mit der Weltweit zugangliche Wissensdatenbank die
Information Security Management System die Regeln zur Verarbeitung personenbezogener Hacker Taktiken und Techniken aufzeigt und hilft
(ISMS) EU-weit vereinheitlicht werden. Cyberbedrohungen genau einzugrenzen
Risikoorientierter Ansatz Schutz personenbezogener Daten ATT&CK zur Erstellung von

Bedrohungsmodellen und -methoden
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Was kaufen Sie mit einem SIEM und weshalb?

Die Versicherung dass im kontrollierten Bereich alles ok ist!
Am Besten als Report zum ersten Kaffee.

Relevante Bereiche:

* Datensicherheit

» Zugriffsrechte

* Mitarbeiter

* Angriffserkennung

* SystemuUberwachung

* Compliance (ISO /DSGVO / BSI) uvm...
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11 ISO Reports von LogPoint out-of-the-box

[J

MName

w1
“LP_ISO 27002 10_0 Communication and Operation.pdf

| Activities in User Account Management
~LP_ISO 27002 11_0 Access Control.pdf

Al ) o This chart shows the overall activities in user
LP_ISO 27002 14_0 Business Continuity Management.pdf

This chart shows the overall activities in user account management (creation,deletion,changed etc).

w1
“LP_ISO 27002 4_0 Risk Assessment And Treatment.pdf
Activities in User Account Management

sl
~LP_ISO 27002 5_0 Policy Changes.pdf
C L P Lt T rr L rrrrrr

sl
“LP_ISO 27002 7_0 Asset Management.pdf 5,000 1

%
“LP_ISO 27002 8_0 Human Resources Security (1).pdf 2,500 1

s
- LP_ISO Authentication.pdf 0

2020/07/15 16:16:37 2020/07/15 22:16:37 2020/07/16 04:16:37
Time axis - 2020/ (month/day hour)

sl
“LP_ISO Compliance Report.pdf

B DELETED M RESET M LOCKED [ SET M ENABLED ' UNLOCKED = CREATED CHANGED
M DISABLED

%1
“LP_ISO Network and Connections.pdf

oW W W ww W w W W W

sl
~LP_ISO User Account Management (1).pdf
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9 DSGVO Reports von LogPoint out-of-the-box

source_address=* | process geoip(source_address) as country | timechart sum(sent_datasize) as OutboundData by U

All

AST 1 HOUR w

SEARCH

¢ Found 20,221 logs

Interval: 2 minutes

2.2M

1.8M

600K

200K

10:20 AM

10:25 AM

10:30 AM

10:35 AM

10:40 AM

10:45 AM
April 25, 2019

10:50 AM

10:55 AM

11:00 AM

€) Add SearchTo ¥

11:05 AM

11:10 AM

¥ More ¥

Timechart
Stacked Column w

mHong Kong

m Singapore

m Ukraine

@ United Kingdom

m Turkey
Guinea
Botswana
South Africa

m Germany

m Palestine

m Greece

m China
United States
Sierra Leone
Spain

epal

Croatia

D TechData |

Advanced Solutions




LogPoint MITRE ATT&CK Unterstutzung

\ LOGPOINT LogPoint MITRE ATT&CK Coverage

Lateral Movement Collection Command And Exfiltration
Control

Valid Accounts Windows Account Manipulation xploi o Exploitation for Defense o Network Service Remote Services Data from Network Proxy Exfiltration Over Altemative | Network Denial
Management i Evasion ent Scanning Shared Drive Protacol Service
Instrumentation

External Remote Services Scheduled Task/Job Valid Accounts Valid Accounts Valid Accounts Brute Force Netw Exploitation of Data Staged Application Layer Exfiltration Over Physical Endpoint Denial

Remote Services Protocol Medium of Service

Trusted Relationship Command and External Remote Services Group Policy Medification Masquerading OS Credential File and Directory Internal Email Collection Web Service Exfiltration Over C2 Channel | Account Access
Scripting Interpreter Dumping Discovery Spearphishing [

Exploit Public-Facing User Execution Scheduled Task/Job Process Injection Madify Registry Forced Authentication| Account Discovery |Replication Through [Data from Information| Ingress Tool Transfer Automated Exfiltration Data Destruction
Application Removable Media [

Hardware Additions Exploitation for Create Account Scheduled Task/Job Indicator Removal on Host Network Sniffing Query Registry Distributed Automated Collection|  Traffic Signaling Exfiltration Over Other Network| Data Encrypted
Client Execution Component Object Medium for Impact
Model

Drive-by Compromise At (Windows) Traffic Signa Access Token Manipulation Group Policy Modification Input Capture Remote System Lateral Tool Transfer Clipboard Data Remote Access Data Transfer Size Limits Inhibit System
Discovery Software Recovery

Replication Through Removable [[eRniEEtg eyt BITS Jobs Boot or Logon Initialization Process Injection Cached Domain System Owner/User Pass the Hash Data from Local Data Obfuscation  [SSIETCYONTPEVEtNNEINN  Service Stop
i Madel Scripts Credentials Discovery System Encrypted Non-C2 Protocal

Compromise Hardware Supply ~ Dynamic Data Boot or Logon Initialization Abuse Elevation Control Signed Binary Proxy Credential API Permission Groups Pass the Ticket Audio Capture Asymmetric Exfiltration Over Bluetaoth
“hain i i i i

System
Exchange Seripts Mechanism Execution Hooking Discovery Cryptography Shutdown/Reboot

Compromise Software Inter-Process Accessibility Features Accessibility Features File and Directory Credential Stuffing Network Snifing RDP Hijacking  [DIeRae ey Bidirectional Exfiltration Over Symmetric Application
Dependencies and Communication Permissions Modification Media Communication Encrypted Non-C2 Protocel  Exhaustion Flood
Development Tools

Compromise Software Supply  JavaScript/JScript Add-ins AppCert DLLs Deobfuscate/Decode Files [EROINIUUINRIUNN Systern Information [T ER TN Input Capture Communication Exfiltration Over Application or
Chain or Information Password Stores Discovery Protocol Through Removable  Unencrypted/Obfuscated Non- System
Media C2 Protocol Exploitation
Default Accounts Malicious File AppCert DLLs Applnit DLLs Traffic Signaling Credentials from Web System Netwoark Remate Service Screen Capture Data Encoding Exfiltration over USB Data Manipulation
Browsers Connections Discovery J=HELERTERTNT
Domain Accounts Malicious Link Applnit DLLs Application Shimming Indirect Command Credentials In Files System Service SMB/Windows Archive Collected Dead Drop Resolver  Exfiltration Over Web Service Defacement

Execution Discovery Admin Shares Data

Rund 120 MITRE ATT&CK Funktionen analysieren out-of-the-box
Angriffsmuster, Werkzeuge und Werkzeugkombinationen und |
Unterstitzen das SOC Team bei seiner Aufklarungsarbeit P TechData
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.
Erkenntnissgewinn mit UEBA — Beispiel Datenexfiltration

\Q LOGPOINT & DASHBOARD ARC %] REPORT @ INCIDENT

@ Found 134 logs

© Add Search To ¥ W More ¥ Logs
Histogram
W count()
Anomalies Entities colored |
25
5 CyQvAvEL GyoWWWFdabw =cnt 1. 31GE ir hour uzing POST. a significantly larger amount of data than normal. CyOwAvELGwa WV EAaFw minallv cande 09
CyOyAvEL GyoWWFdgbw sent 1.31GE in an hour using POST, a significantly larger amount of data than normal. CyQOyAyELGyoWVFdghw typically sends 82
" Sep 20, 07-08 Hrs (“5‘) hour Using this method.
Potential Data Theft Web Proxy
05:00 Al
User zent an unusual amount of data using an HTTP method - Web Proxy
A
Interesting Field 1 past ac
log_t5-2020/09/19 05:29:52 | user—joshua.newman- | device_ip=127.00.1 FOR AN ML TS N S e A e
Field o repo_name=uebacutput v | status_code=200~ | sev =1~ | facility=19 ~ B
url=https://www_Proxy-Dest25 com | reason=-+ | sent_datasize=9108162 ) :
reason 100 - content_type=text/css ™ | current_user_risk_score=98 | current_website_rit User worked in an unusual hour - Common
device_category 100 host_address=192.168.2.45 ogpoint_name=LogPointv | norm_id=Websei
N 100 <159=>5ep 19 05:29:52 192.168.2.45 vendor=Websense product=Security prc
ek _port=41287 dst_host=vap3iad3.lijit.com dst_ip=213.183.58.12 dst_port=44;
action 100 dent/7.0;_SLCC2; NET_CLR_2.0.50727;_.NET_CLR_3.5.30729;__NET_CLR_3
Administrator**SocialNetworking_ViewOnly_Policy role=8 duration=28 url=ht
host_address 100
norm id 100 A - . . . . . . -
joshua.newman web logs within a timetrame. The anomaly is based on the observed events associated with sending data to a URL on first connection in a
98 '

timeframe for this user, in comparison to normal behavior.
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-
Was bekommt Ihr Management mit LogPoint SIEM/UEBA?

T-Y%
SIEM Reports zum ,ersten Kaffee" Was brauchen Sie:

Compliance
DSGVO-Reports Out-Of-The-Box &

Security

ISO-Reports Out-Of-The-Box

MITRE Support Out-Of-The-Box
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Allianz fiir
Cyber-Sicherheit '

Teilnehmer

Vielen Dank

Wolfgang Rieger

Senior Business Development Manager DACH
Tel.: +49 (89) 4700-1128

Mobil: +49 175 7270279

E-Mail: wolfgang.rieger@techdata.com
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SECURITY RECOMMENDATION

» according to ISO/IEC 27001 BSI Grundschutz

Neugierig? Dann klicken Sie hie


https://marketing-de.techdata.com/blog/tdsr/
mailto:patrick.olschewski@techdata.com
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