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Global storage market share

27% 2 HUAWEI

Global ranking: No.2
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56% 44%

Objective Subjective
factors factors
Hardware failure Ransomware

attacks
Site failure Logic error

Natural disaster Misoperation
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Annual loss caused by ransomware attacks
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)) $1.85 million {{

In 2021, the average total
recovery cost of ransomware

attacks reached $1.85 million.

Source: Sophos

(Unit: $100 million)
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Source: Cybersecurity Ventures
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In 2021, an organization fell
victim to a ransomware attack

every 11 seconds.

Source: Cybersecurity Ventures
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1)) 16 days {(
Ransomware attacks
caused an average of

16 workdays of system

shutdowns.
Source: ZDNet
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Storage Is the Last Line of Defense for Data Security

perimeter Securiy, Network layer: shielding viruses and intercepting around

90% of ransomware attacks
“etwork Secu,,-ty

9\‘cat|on Sec ey
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(o0 ec,,, Data storage layer: detecting data modification of ransomware
Data is shielded from virus access or tampering and can be
restored if infected.
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Prevention Monitoring & Response

Northrop Grumman's Defense in Depth (DiD) model

Providing comprehensive data protection, from physical
damage prevention to human-caused damage prevention
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Common solutions vs. ransomware attacks

Masquerading through

Static file analysis \/s packages or encryptors

Various file name extension
variants

Blocklist U§

Abnormal activity ‘/s Incubation for months
monitoring with slow actions
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How can we effectively identify
various variants?

Number of ransomware variants per year: 46%

How can we tackle sniffing and virus
spreading?

If the production center is infected, backups are highly
likely to be polluted.

How can we keep a golden copy?

A clean backup that can be used for recovery anytime

V2 HUAWEI



Isolation zone for production

storage
Netwo_rk o OceanCyber
domain H|gh||ghts Appliance + Detection & analysis: up to 99.9%
ransomware detection rate
) . or ¢« Security policy: unified management

m + Data restoration on a daily/weekly of multiple storage devices

HiSec Insight basis built Into . L .
o o * Proactive prevention: blocking,
Awareness * Unidirectional replication and Dorado/OceanStor reinforcing, and recovery
offline protection of production
data
* True physical isolation

e T S S

283

Firewall

AIRGAP
=
Sandbox OceanStor Dorado = OceanStor Dorado OceanProtect
Isolated storage for :
ag Production storage Backup storage
production
Anti-intrusion | Anti-proliferation
Data storage: attack behavior detection | golden copy retention | rapid recovery
Ransomware protection features: detection and analysis | secure snapshot | WORM | Air Gap
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Production center
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Isolation zone for backup
storage

Highlights

+ Data restoration on weekly/
monthly/yearly basis to defend
against dormant ransomware

 Unidirectional replication and
offline protection of backup data

* True physical isolation

OceanProtect

Isolated storage for
backup
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99.9% Ransomware ldentification Rate
through Machine Learning

Comprehensive detection
(NAS primary storage scenario)

Huawei OceanCyber Di,tﬁ;;'gn Feature Huawei D¥*x [\ il Prroxk Giekkiekk
Appliance .
Pre-attack | Dlacklistand \ x \
trustlist
= am -
—
S = = tgck | Userbehavor | [ [ .
OceanStor Dorado  OceanStor Pacific  OceanProtect -y -
Post-attack dpeiraltc:)tcijcl)il \ \ X
g Intercept known ’2
ransomware " - . P .
> E Data__3 Accurate identification
{ Backup 1 + Pre-event (before data is polluted): File interception
l * Build blacklist of file name extensions to prevent ransomware from
A~ encrypting files and changing file name extensions
N Detect attack . . .
9 behaviors * In-event (during attack): Detection of abnormal I/O behaviors
g_eate sTapshotSI * The number of ransomware is huge, but they share similar read/write
l rlgger aiarm characteristics (such as massive amounts of reads/writes and write-back
after format change, data deletion after huge amounts of reads).
Identify abnormal .
& snapshots » Post-event (after attack): In-depth detection
nggrneofrig’lice « Compare file changes and snapshot entropy values to check whether
snapshots files are encrypted or damaged.

* Combine Huawei-patented incremental partial entropy model, partial
histogram model, and machine-learning detection

* Huawei: 99.9% identification rate; other vendors: 80% identification rate,
built on x2 detection
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Huawei

LG

Qualcomm

Samsung

Ericsson

Siemens

Raytheon Technologies
BASF

Royal Philips

Sony
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HUAWEI == IDC
DEVELOPING RANSOMWARE RESILIENCE
WITH MULTILAYER NETWORK, STORAGE,

AND DATA PROTECTION ARCHITECTURE

IDC #EUR150248323

Research Director,
IDC Europe

https://www.youtube.com/watch?v=tQ7Lhzfje8w
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https://www.youtube.com/watch?v=tQ7Lhzfje8w

Thank you.

Bring digital to every person, home and
organization for a fully connected,
intelligent world.

Copyright©2018 Huawei Technologies Co., Ltd.
All Rights Reserved.

The information in this document may contain predictive
statements including, without limitation, statements regarding

the future financial and operating results, future product

portfolio, new technology, etc. There are a number of factors that
could cause actual results and developments to differ materially
from those expressed or implied in the predictive statements.
Therefore, such information is provided for reference purpose
only and constitutes neither an offer nor an acceptance. Huawei
may change the information at any time without notice.
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