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~ NICHT VERWALTETE GERATE \

aller Ransomware-Verletzungen gehen

®
/ 80 % von einem nicht verwalteten Gerat aus

— UNZUREICHEND GESCHUTZTE GERATE N
TOP 3 der Breaches sind auf den Menschen
.. | u
o—eo
U RSQEEEI?EFSU R , 4 % zurlUckzufihren, einschlieflich
Fehlkonfigurationen

— UNTERBESETZTES TEAM \

o

aullerhalb der normalen Geschaftszeiten

Quelle: Sophos Active Adversary Report 2023, Verizon Data Breach Investigations Report 2023, Microsoft Digital Defense Report 2023 SOPHOS



ConnectWise ScreenConnect : Timeline

From patch to mass

N ® c ..
VuInerablllty Reported 5d explo’tatlon ln < 3 days
+
ConnectWise receive report of vulnerability
No evidence of in-the-wild exploitation @ Feb 19 Patch Release & Security Advisory

+2d
ConnectWise publish patches and issue a security

PoC Exploit Code Published Feb 21 06:27 ® advisory

+7h40m
Proof of concept exploit code published on GitHub ®

Feb 2114:07 First Abuse Observed by MDR

+2h51m o _ _
Malicious command execution observed stemming

O from ScreenConnect instance

Feb 21 16:58

Wider Abuse Observed by Labs

Malicious detections observed in wider Sophos
customer base, stemming from ScreenConnect

Quelle: Sophos ThreatCast, monatliches Update fiir MDR Kunden SOPHOS



Was kann ich tun?
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yoensoren” verteilt in der gesamten Umgebung
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Network Detection and Response

Analyse verschlisselter
Payloads

Deep Packet
Inspection

Algorithmus zur
Domanengenerierung

Erkennungs-Engines

Analyse des
Sitzungsrisikos

Datenerkennungs-
Engine

~——
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Weitere Sensorik liber 3 Party Integrationen

SOPHOS
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Sophos X-Ops versorgt MDR mit flihrender Threat Intelligence

Security Professionals //:\\ MDR SecOps Analysts

Die schnelle Einsatztruppe - Abfragen, Tools M Erforschung neuer I0Cs und

und Techniken vom CISO bis zur Frontline Jagdmethoden, Wirkung in freier
Wildbahn

SophosXOpS

500+ Experten
Bedrohungsinformationen, Analysen,
Data Engineering, Data Science,
Bedrohungsjagd, Verfolgung von
Gegnern und Reaktion auf Vorfalle mit 6
globalen SOCs in jedem grofReren
Einsatzgebiet

Sophos Al Data Scientists
Entwicklung und Insights in fortschrittliche
ML-Modelle, Automatisierung und
Erkennung fir MDR- und Sophos-Produkte

SophosLabs Researchers

Analysen von Dateien, E-Mails,
Verhaltensweisen, URLs, IOCs und DPI

SOPHOS



Und wie sieht die Zusammenarbeit
und die Reaktion aus?
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Reaktion bei Bedrohungen

Autorisierte Kontakte Bedrohungsreaktion Kontoinformationen

Bedrohungsreaktionsmodus
Legen Sie fest, wie wir auf aktive Bedrohungen reagieren sollen.
Zusammenarbeiten — Zusammenarbeit mit meinen Kontakten

lch ermdchtige das MDR-Team, MaBnahmen zu ergreifen, falls meine Kontakte nicht erreichbar sind und eine aktive Bedrohung besteht. (FUr Details
siehe die Service-Beschreibung)

o Autorisieren — Aktive Bedrohung beheben und meine Kontakte informieren (Hiermit wird das MDR-Team autorisiert, MaBnahmen zu
ergreifen.)

SOPHOS



Threathunts =OPHOS
Threat Hunt Report

Summary of threat hunts performed this month
By Sophos MDR Adversarial Pursuit Team

6

New Threat Hunt idea

MITRE ATT&CK Heatmap

Distribution of completed threat hunts across MITRE tactics.

Exfiltration . Execution Lateral Movement
Defense Evasion Initial Access
Credential Access Discovery Command and Control

There were 8 distinct ATT&CK Tactics observed across 30 threat hunts.

Threat Hunts Completed Last Month

Hunt details with MITRE tactic and technique categorization.

Curl Sus Execution - Linux
ATT&CK Tactic Execution
ATT&CK Technique File and Directory Perm Maodification: Linux and Mac
File and Directory Permissions Madification (T1222.002)

This hunt focuses on identifying suspicious file download and execution activities on Linux systems,
indicative of initial compromise stages or lateral movement by threat actors.

SOPHOS
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Sophos MDR Threat Hunt Report
e —___________________________________________________________________- "



Observed RDP from the remote IP "<redacted>' on the device 'HOSTNAMES' by

2023-03-07 10:15 ; :
the user 'usernamel

Lateral Movement

[ ] [ ]
IVI D R B e I S I e I re o rt Observed ntds dump on host "C\Windows\system32\ntdsutil.exe” "acin
2023-03-07 10:25 ntds" "ifm" "cr fu c:\programdata\abc” g g. with parent as Credential Access

C:\ProgramData\ntds.bat executed from AnyDesk.exe

. . Observed commands used to Dump Domain Password Hashes on host
f _ "HOSTNAME3" .

Tl m el ! n e O Key Eve nts ( U TC) LS "CAWindows\system32\ntdsutil.exe" "ac in ntds" "ifm" "cr fu —

c\programdatalabc” q g

The table below establishes the key events in the active incident timeline. Observed adve ping request initiated by user usernamel to servers.

to a MITRE Tactic highlighted in red, Sophos technology detections highlighted in blue, re | 2023-03-0712:15 ping HOSTNAMEG -n 1 Discovery
ping domain.local -n 1

by the Sophos MDR team in green, and all other timeline notables highlighted in crange.
Y P g Enlig E 'CA\Users\usernamel\Desktop\sys64.bat.bat' was created by user usernamel

on the adversary behavior, refer to MITRE ATT&CK Details for the associated tactic. with the following contents included in the file.
‘reg delete "HKEY _CURRENT_USER\Software\Microsoft\Terminal Server
Date (UTC) Event Elien;\?Efau“. I‘EIrvaEIFRRE T_USER\Soft \M F\T | Se
" a . ; ‘reg delete "HKEY_CURRENT_U wareMicrosoft\Terminal Server
2023-03-0519:39 User ‘USERNAMEL’ logged onto host II-|DSTN .ff;MEl from an unmanaged 2023-03-07 20:24 Client\Servers" /F Execution
at IP <redacted> and saved the SAM hive to C:\temp\sam.save ‘reg add "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server
2023-03-05 19:40 User "USERMAME1L' observed initiating multiple recon/enumeration Client\Servers"
commands. User initiated ‘net group "domain Admins" /domain’. Additit attrib -5 -h %userprofile%\documents\Default.rdp
observed: 'nitest /dclist:' and 'net view \}10.253" del %userprofiled\documents\Default.rdp
2023-03-05 19:43 User 'usernamel’ accessed multiple files from C:\tmp) via notepad.exe del /f /s fq /a %AppData¥\Microsoft\Windows\Recent\AutomaticDestinations'

(example, TermServLicensing.bat, HOSTNAMES.txt, Print_Spoaler.bat). AJEP
Liscovery

observed file C:\Users\AUsername\Desktop\RegSrvr.xml accessed via
notepad
reg save HKLMASYSTEM SystemBkup.hiv
reg save HKLMASYSTEM SamBkup. hiv
MODR escalated out of case <redacted> for credential dump activity on
HOSTMAMES
Partner responded to escalation from case <redacted> notifying MDR they
were investigating
Observed RDP from the remote IP "<redacted>' on the device 'HOSTNAME1L by
the user 'usernamel’
Observed RDP from the remote IP '<redacted>' on the device 'HOSTNAME1L by
the user 'usernamel’
User ‘DOMAINYusernamel’ | C:\Program Files (x86)\AnyDesk\AnyDesk_exe Command and
installed by user ‘USERNAMEL" on hast '"HOSTNAMEZ' Control
Partner responded to escalation from case <redacted> stating they were et T]

Timeline Notable

investigating SOPHOS

2023-03-05 19:59 Credential Access

2023-03-05 21:49 Timeline Notable

2023-03-05 22:10 Timeline Notable

2023-03-06 08:21 Lateral Movement

2023-03-06 14:31 Lateral Movement

2023-03-06 14:40

2023-03-07 00:16




MDR Beispielreport

2023-03-10 02:32

Partner updates Customer Name's response mode from ‘Collaborate’ to

‘Authorize” allowing the MDR team to perform response actions

Timeline Notable

2023-03-10 02:36

MODR adds hashes for 'AnyDesk.exe’ to blocked items in Sophos Central

Response Action

2023-03-10 04:27

MODR adds hashes for 'sys.exe to blocked items in Sophos Central

Response Action

2023-03-10 05:09

MDR adds hashes for 'ISL Light.exe' to blocked items in Sophos Ceni

2023-03-10 05:12

MDR adds hashes for 'AdFind.exe to blocked items in Sophos Centri

2023-03-10 05:15

MDR adds hashes for 'PSTools.zip' to blocked items in Sophos Centr

2023-03-10 05:26

MDR adds hashes for 'ProcessHacker.exe to blocked items in Sopho

2023-03-10 05:46

Folder and Files were removed from host "HOSTNAMEL:
C:\New folder\2.xml

C:\New folder\netscan.exe

C:\Mew falder\netscan.lic

C:\New folder\netscan.xmil

C:\New folder\oui.txt

Response Action

2023-03-10 08:00

‘AnyDesk' and 'ISL Online' processes killed. Files and services were removed on
host "HOSTNAMEZ'

Response Action

2023-03-10 08:05

'‘AnyDesk' and 'ISL Online' related files removed on host "HOSTNAMEZ"

Response Action

2023-03-10 08:08

‘AnyDesk' and 'ISL Online' related files removed on host "HOSTNAMET"

Response Action

2023-03-10 08:35

"CAREADME.TXT' was removed thro ughout the estate per Partner’s request

Response Action

2023-03-10 08:39

'CAUsers\usernamel1\Desktop\README.TXT" and
"C:\Users\Public\Desktop\README.TXT' were removed throughout the estate
per Partner’s request

Response Action

2023-03-10 09:15

MDR adds hashes for 'netscan.exe’ to blocked items in Sophos Central

Response Action

2023-03-10 16:32

'CA\Users\usernamel\Desktop)\sys64.bat.bat’ was removed from host
'"HOSTMAMES'

Response Action

2023-03-10 16:52

'CAUsers\username1\AppData\Local\Temp\85\Isass.DMP' was removed from
host '"HOSTNAMEZ2'

Response Action

2023-03-10 17:05

'C:\Program Files (x86)\I5L Online\ISL AlwaysOn\ISLAlwaysOnService.exe'
process was terminated via PID: 3188 on host 'HOSTNAMEL

Response Action

2023-03-10 17:08

"C:\Program Files (x86)\I5L Online\ISL AlwaysOn\ISLAlwaysOnService.exe' was
removed from host 'HOSTNAMEL. File was still present on the host queried as
of March 11" 2023

Response Action

2023-03-10 19:27

'CAUsers\username1l\AppData\Local\Microsoft\Windows\WinX' was deleted
from host '"HOSTNAMEZ2'

Response Action

2023-03-10 19:31

File 'C:\programdata\|5L Light.exe' was removed from host '"HOSTNAMEZ'

Response Action

2023-03-10 19:32

Folder 'C:\programdata‘\anydesk\' was deleted from host "HOSTNAME2'

Response Action

2023-03-10 19:33

Session: disconnected session (1D 85) for user 'USERNAMEL" was terminated on
host "HOSTNAMEZ2'

Response Action

SOPHOS



Weitere Response-Aktion: Active Threat Response

a The Threat Feed is Sent to Firewall via API
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SOPHOS MDR - |Ihr Boxenteam fur schnelle Entscheidungen

Prozesse

Technologie

Proaktive Bedrohungssuche

24/7 Erkennung und Reaktion durch Analysten

Volistandige Ursachenanalyse + Incident Response

Mehr als 22.000 MDR Kunden

Telemetrie von mehr als 600.000 Unternehmenskunden
All-inclusive Service — keine versteckten Kosten

Bestmogliches Ergebnis fiir lhre IT-Sicherheit

SOPHOS



Jetzt informieren 10
JAHRE )

DBIT

N | Sophos MDR K | Sophos NDR

NDR ermoglicht es Sophos XDR sowie MDR-Kunden von zusatzlicher
Telemetrie zu profitieren, um noch friihzeitiger auf Angriffe zu reagieren
zu kdnnen.

24/7 Schutz vor Cyberangriffen — mit Ihrem persénlichen MDR-Service:
Weitere Informationen zu unserer Losung Sophos MDR erhalten Sie
auf unserer Produktseite.

sophos.de/mdr

Zur Community

@ Herstelleribergreifende
Telemetrie-Analyse

K | Sophos Retainer

Der Sophos Incident Response Retainer ermdoglicht bei Bedarf den
Zugriff auf Sophos Incident Response Experten, um aktive Angriffe zu
stoppen und den normalen Betrieb wiederherzustellen.

Erfahren Sie, wie durch die Integration von Daten und Telemetrie aus
Sicherheitslosungen von Drittanbietern

Sophos MDR Bedrohungen besser und schneller erkennen

und beseitigen kann.

Zum Sophos Blog sophos.com/retainer

SOPHOS


https://www.sophos.com/de-de/products/managed-detection-and-response/incident-response-services-retainer
https://partnernews.sophos.com/de-de/2022/10/produkte/sophos-mdr-launches-compatibility-with-third-party-cybersecurity-technologies/
https://community.sophos.com/ndr-community-channel/
https://www.sophos.com/de-de/products/managed-detection-and-response
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Defeat Cyberattacks
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