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Hack Dich doch einfach selbst!

David Berger 
Regional Manager
David@pentera.io



PAGE

The Pentera Approach 

2

Vulnerability Management? Expoit Management!!
VulnerabilityAttack Surface Exploitation

• Windows/Linux/MAC
• Microsoft Exchange
• CITRIX
• CISCO
• Office 365
• Azure/AWS
• Virtual Machine
• ….

• Remote Code Execution 
(RCE)

• Privilege Escalation (PE)
• Commend & Control
• Lateral Movement
• Collection
• …

• Common Vulnerabilities & Exposures (CVE)
• Misconfigurations
• Broken access control
• Injections
• Authentication bypass
• …



Die Sicht des Angreifers
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Und nun… Use Cases
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MITRE ATT&CK Compliant
Validation Attacks Mapped to the MITRE ATT&CK framework
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Watchdog
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SecVal Standardization
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EDR  |  NDR  |  EPP  |  SIEM  |  WAF  |  FW  |  SOAR  |  …
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Security Stack Bake Off
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Red Teamer’s best friend
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Audits, Due Diligence 
and M&A
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SOC Detection / SLA Testing
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Ransomware Resilience 

12



PAGE

User 
Credential 
Strength 
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Vulnerability 
Prioritization 
In the era 
of Talent 
Shortage 
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Pentera 1-day Proof-of-Value

Security Validation 
POV

Agreement on POV & 
scheduling.

Learn about your total 
attack surface

• Internal & External
• Known & Unknown
• Exploitable Vulnerabilities 

& Exposures

Validate your security 
program

• Controls efficacy insights
• Testing scope
• Safe TTP Exploitation

Analyze and report

• Remediation 
prioritization

• Root vulnerabilities 
• Possible breach impact
• Executive report

Only domain name required

Know your 
security 
readiness

Wer hat schon mehr Zeit als einen Tag?
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Demo time!



Thank You.

June 2024
David Berger – Enterprise Account Manager

0151 – 221 22 22 0
David@Pentera.io
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