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Ihe Pentera Approach
Vulnerability Management? Expoit Management!!

Attack Surface Exploitation Vulnerability

Windows/Linux/MAC Remote Code Execution Common Vulnerabilities & Exposures (CVE)
Microsoft Exchange (RCE) Misconfigurations

CITRIX Privilege Escalation (PE) Broken access control

CISCO Commend & Control Injections

Office 365 Lateral Movement Authentication bypass
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Die Sicht des Angreifers
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Und nun... Use Cases



I PENTERA

MITRE ATT&CK™ Compliant

Validation Attacks Mapped to the MITRE ATT&CK framework

i PENTERA Overview  Vulnerabilities Mtack Map Hosts Users Actions Log MITRE Footprints Report Details & input [ -]
PENTERA geg

Executive summary MITRE ATTGCK Matrix for Enterprise

Execution ¢ Privilege Escalati e Credential Acc 3 Lateral Movement

RansomwareReady Unsecured Crace:

RansomwareReady

Command

Interprete

Sten
Tickens

o
4 Critical of 34 1 Hosts 3 Hosts Not configured

Action Success Rate 100% (276 of 275)

Total Paizms

MITRE | ATT&CK

861 Defense Evasion / Indicator Removal on Host

Command and C

Exfiltration
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Top # vmnerabilities

Watchdog

SEVEHW vu[nerammv Found an Targets Exploited Result
' 1} canﬂner{Msns-nsr)(m'zcua-azso) 10 of 200 (53, 50f10 (sp%) Found
[ Zerologon (CVE-2020-147) 0 of 200 (0%) Bofa (o) Not Foung
' 9.8 Citrix Apc {cvs-zms-m?m} 0of 200 (g%) Dofo (oy) Not Foung
' 98 Citrix Anc dlrenurvrraversal (EVE-EUIB-]B?HIJ 10 of 200 (5%) S5of 10 (50%) Found
' 9.8 Fortinet auth bypags (EVEvZUEE-dUEM} 10 0f 200 (55) 50f0 (5p%) Found
{8 Fortinet VPN (CVE-201-13379) 0of 200 (gy) 00fo (o) Not Found
' 9.8 Oratle WebLogjc peg {tve-zuzu-maszj 10 0f 200 (59 50f10 (50%) Found
' 98 Proxylogon Post-auth arbitrary fije write Ree [ws-zoa-zmss) 10 of 200 {5%) S5of10 (50%) Found
' 9.8 Springashely 1tvs-znzz-zaassJ 0 of 200 (%) 00ofo (o%) Nat Foung
' 9.8 PuiseSecurp r:vezm-nsm} 10 0f 200 (53, 5010 (s0%) Found
' 98 VMWare Veenter - File upigag Vulnerability - peg (rvrvznzz—zznns} 0of 200 (g%) 0ofo (g% Not Foung

' 93 EternaiBlye {Ms17-070) {cvsem:—m-u) Tof 200 {<1y) 00f1 (%) Found
' 99 BiEsSEWICEPE(EVE~EUED-0?B?) 10 0f 200 (55 50f10 (so%) Found

' 8.8 Printmgmmare(cvsvzuzlaasz?j 0ot 200 (gy) Oofo (o) Not Foung
' 8.8 ProxyNotshey Micrasoft Exchange sspr (tvsvznza-man: 100 200 (55 50110 (50%) Found
' 8.8 SAM fiame impersonation [cvf-zozruzrsj 0 of 200 (%) 0ofo foy) Not Foung
' 8.2 Windows Win3zy pg tcvz—zma-mzu) 10 0f 200 (59, 50f10 (s0%) Found
' 8 ProxyNotsheyy Microsoft ExcnangeRcEtEvE-zazz-Asz} 10 of 200 {5%) Sof 10 (50%) Found
(R4 Blts Service PE (cve-2020.grgy) 00f200 (g%) Not Foung

' 1.8 Dirty Pige Lpg (EVE'ZUZE'O&G?} 0 of 200 (0%)
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- SecVal Standardization
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Security Stack Bake Off

EDR | NDR | EPP | SIEM [ WAF | FW | SOAR | ...

'éllls' élo" @ Symantec KCIVOSt Carbon Black.
KAJPERYKY: "\ CROWDSTRIKE LU McAfee F::RTINET
Bitdefender "II' SentinelOne: Windowg\der ATP
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Red Teamer’s best friend
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Ransomware.Resilienceﬁ 29

L J
.:.-%I

yar Vvt -docaeal .-
Ral

—
5 gl mmmn® V0
war m

R ]

D umant \

ocwat

e VL
g 1 VE
Lot 1}

LT TR — i

T
W

var fhryuness

vl CERELE )

et

e ..-FI_'-""""“‘ - g L)
ohLL s ST L T

bt et
133
ey
153
154

war L3t by
whr W

il L
" war miedlenens

g
L 1L .
R

e .
- e T
utn.p-r-‘l'il'“-".-lu i
ey Wen s\n AL

- ' V1

!




User
Credential

' Strength»
. !
!
‘ J
F .o




|4 PENTERA

Vulnerabilit
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Pentera 1-day Proof-of-Value

Wer hat schon mehr Zeit als einen Tag?

Security Validation
POV

Agreement on POV &
scheduling.
a

Only domain name required

Learn about your total
attack surface

- Internal & External

- Known & Unknown

- Exploitable Vulnerabilities
& Exposures

Validate your security
program

- Controls efficacy insights
- Testing scope
- Safe TTP Exploitation

Analyze and report

« Remediation
prioritization

- Root vulnerabilities

« Possible breach impact

- Executivereport

Know your

security
readiness

lﬂ

PAGE

16



| PENTERA

Jemo time!
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Thank You.

June 2024
David Berger - Enterprise Account Manager

0151 -22122220
David@Pentera.io
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